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AWS Amazon Web Services

BREXIT British Exit, is the withdrawal of the United Kingdom 

(UK) from the European Union (EU)

CJEU Court of Justice of the European Union

CLOUD Act Clarifying Lawful Overseas Use of Data Act

ECJ European Court of Justice

ECPA Electronic Communications Privacy Act of 1986

EEA European Economic Area

EU European Union

FISA Foreign Intelligence Surveillance Act of 1978

GDPR General Data Protection Regulation

MLAT Mutual Legal Assistance Treaties

PATRIOT Act Providing Appropriate Tools Required to Intercept  

and Obstruct Terrorism Act

US United States of America

DISCLAIMER:

This white paper is for general information only and may not be 100% accurate in a particular case. The purpose is to inform concisely about 

a complex issue from our point of view. Please get legal advice from a qualified attorney before making decisions. In this paper, we interpret, 

generalize, and reduce the complexity of both legal and technical aspects for better public understanding.
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Do you care about data privacy and data security? If you are a business, in Europe, you care 

about it. At least since May 25th, 2018, the day, the General Data Protection Regulation 

(GDPR) came into effect. Since March 23rd, 2018, US authorities can demand data access 
from US companies under the Clarifying Lawful Use of Overseas Data (CLOUD) Act from 

servers located anywhere in the world.

These massive changes happened on both 

sides of the Atlantic Ocean in 2018. Con-

cerning data protection, these regulations 

pursue wholly different goals, however. Not 
only do they leave businesses in a maze of 

articles, sections, and paragraphs to make 

matters even worse, these laws contradict 

each other. Under the threat of fines and 
other punishments, the regulations may 

force a company to comply with two irrecon-

cilable sets of rules.

This white paper aims to provide a conci-

se introduction, illustration, and guidan-

ce through the complexity that describes 

alternative approaches and supports the 

decision-making process for the data-hand-

ling challenges of today's conflicts between 

the US CLOUD Act and the EU GDPR.

Lose 20 Million or 4 %  

global turnover!

GDPR non-compliance risks are real; hen-

ce, if no exception applies, an EEA business 

generally violates the GDPR when fulfilling 

ECPA and FISA requests. In early 2020, most 

personal data processing in the US could 

become illegal. Violating the protections 

of third country data transfers in Chapter V 

GDPR is especially problematic. It can result 

in maximum fines of the higher of € 20 mil-

lion and 4 % of the total worldwide annual 

turnover of the preceding financial year. [i] 

A GDPR supervisory authority or EU Member 

State court might threaten businesses with 

imprisonment for ignoring GDPR require-

ments. [ii]

Introduction
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Motivation

The United States enacted the CLOUD Act to 

clarify, extend, and speed up access to elec-

tronic information around the globe. The 

2001 PATRIOT Act had already significantly 

extended and specified access and impac-

ted directly information held by US-based 

global providers. The circumvention of an 

existing mutual legal assistance process is 

too cumbersome to handle the growing US 

needs for this type of electronic evidence 

promptly. International treaties to further 

extend the access of US authorities to glo-

bally stored information is the next step.

Purpose

The CLOUD Act authorizes executive agree-

ments between the United States and trus-

ted foreign partners. These agreements aim 

to make both nations' citizens safer, while at 

the same time ensuring a high level of pro-

tection of those citizens' rights compared 

to current US law. These mutual executive 

agreements are designed to permit foreign 

partners to obtain access to this electronic 

evidence faster and by that effectively fight 
crime and terrorism. These executive agree-

ments might provide insufficient protections 
for purposes of the GDPR. 

Definition
The Clarifying Lawful Overseas Use of Data 

Act is a United States federal law enacted 

in 2018 by the passing of the Consolidated 

Appropriations Act, provides for access to 

electronic information from around the glo-

be and represents executive agreements on 

mutual access to data by foreign govern-

ments.

US CLOUD Act and ECPA

Impact

The CLOUD Act is a law that modifies the 
Electronic Communications Privacy Act 

(“ECPA”). [iii] US authorities believed to 

have already the right to access global in-

formation before the CLOUD Act, but the 

most recent court decision had held other-

wise. The CLOUD Act thus clarified that the 
location of data is immaterial.

Be aware of the US CLOUD Act and its poten-

tial implication to your business. You should 

conduct a proper risk analysis, covering all 

your business-processes that involve the 

usage of public cloud services (e-mail, so-

cial media, data exchange, storage). The 

review should include service providers of 

your service providers. Re-assess your cloud 

strategy and consider a hybrid approach. 

Define which data can be stored in a pub-

lic cloud service operated by US companies 

and what type of data should be handled by 

EU managed service providers. Do not get 

side-tracked by the name US CLOUD Act. It 

is targeting any information kept by provi-

ders on any means of storage technology, 

not only information stored in the cloud; it is 

not cloud-only.
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EU GDPR

Motivation

The EU defines the protection of natural 

persons' right to privacy as a fundamental 

right. The GDPR, with its rules for the pro-

cessing of personal data, protects funda-

mental rights and freedoms. Providing this 

protection should give everyone the right to 

the protection of personal data.

Purpose

Personal data processing must respect their 

fundamental rights and freedoms the right 

to the protection of personal data. This re-

gulation seeks to harmonize the EU protec-

tion of fundamental rights and freedoms 

of natural persons in respect of processing 

activities and to ensure the free flow of per-

sonal data between the EU member states.

Definition
The General Data Protection Regulation is 

an EU law on data protection and privacy. It 

protects citizens of the European Union (EU) 

and the European Economic Area (EEA) and 

persons whose data is processed by EU or 

EEA businesses. The GDPR includes speci-

al requirements for the transfer of personal 

data outside the EU and EEA areas. The law 

aims primarily to give control to individuals 

over their data and to simplify the regulato-

ry environment for EU and international bu-

siness by unifying the regulation within the 

EU. The GDPR supersedes the Data Protecti-

on Directive.

Impact

The GDPR regulates the processing of per-

sonal data of individuals and applies widely: 

The GDPR applies to the processing of infor-

mation of natural persons in these cases: 

Either the business is in the Union [iv] or any 

business processes data of a natural perso-

nal inside the EEA [v]. In the latter case, the 

business must either monitor persons insi-

de the Union or offer goods or services to 
persons inside the Union. A company faces 

severe sanctions up to 20 million Euros or 

4% global turnover for ignoring the GDPR.
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EU human rights vs.  
US government access rights

Intro: Privacy as a Universal Human Right?

In the EU, the right to privacy is a universal human right. [vi] The GDPR pro-

vides and protects extensive privacy and data protection rights. Since the 

establishment of the GDPR, ignoring the privacy of persons in the EU can be 

very expensive, even for businesses located outside the EU. The US does not 

have a universal constitutionally protected right to privacy or data protecti-

on. [vii] The situation might be even worse in a cloud computing context:

In the case of cloud data “subject to control by a third-party computer opera-

tor, the information may be subject to no constitutional privacy protection.” 

[viii]

Consequently, the US provides significant data-gathering powers to its go-

verning authorities. Non-compliance with government requests for infor-

mation causes a high risk. Except for publicity, under US law, compliance is 

often low risk or risk-free for businesses. Privacy is protected in certain cir-

cumstances, but not universally. Constitutional law poses comparatively few 

limitations on the US legislature for restricting privacy rights.

US Access vs. GDPR Requirements

Even in civil proceedings in the US, as general rule parties have complete 

access to all evidence that is relevant and not privileged. And it's similar in 

other areas. Outside of the fourth amendment to the US constitution, gover-

nment authorities can often obtain information without court approval. The 

US lack a universal fundamental right to privacy. Hence attempts to prevent 

invasive side effects of surveillance on privacy are mostly optional. Often for 
persons outside of the US, search powers increase, and the limited existing 

privacy protections apply with even further restrictions or not at all. Hence 

it seems logical that even before the CLOUD Act modifying the ECPA, the US 

claimed access to worldwide information:

“A court or agency in the United States, when authorized by statute or rule of 

court, may order a person subject to its jurisdiction to produce (...) informa-

tion (...) outside the United States.”[ix]

The EU and the US have entirely different essential legal foundations for privacy rights. 
The following chapter will explain how, for businesses, the choice can be between high EU 

monetary fines and US fines or imprisonment: Providing personal data to the US violates EU 
law if no exception applies. Not providing personal data to the US violates US law. US law 

requirements could even affect the EU parent companies of US businesses in some cases.
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General Worldwide US Subpoena Powers

Subpoenas may allow US access to information in violation of the GDPR. 

Such access requires that a business is in “possession, custody, or control” 

of data. For example, if the information is in possession of a corporate sub-

sidiary, affiliate, or parent:

“The location of the documents, whether within the territorial jurisdiction of 

the court or not, is irrelevant.” [x]

Government or non-government entities, such as criminal and civil litigants, 

may issue subpoenas. Even before the CLOUD Act, information stored in the 

US or other countries - including personal information about an EU citizen 

- was subject to regular access under a US subpoena. [xi] The central limita-

tion is a person's control of the information and personal jurisdiction of the 

court. [xii] Even an overseas agent of a third party could be affected. [xiii]

Far-reaching subpoenas are possible even in civil proceedings: A party of liti-

gation must only be in “possession, custody, or control” of information. [xiv]

Depending on the interpretation, this can be the case for subsidiaries, affili-
ates, and parents of business: The term control is interpreted very broad-

ly. Some courts define control as “the legal right to obtain documents”. For 
example, if the information is possessed by a subsidiary, it “owns or wholly 

controls.” [xv] A subsidiary could have “control” over the information in pos-

session of its parent corporation if it can obtain information for its own busi-

ness needs. [xvi]

Therefore, most EU subsidiaries of US providers would be required to provide 

information at least to US parents. US subsidiaries could even be required 

to provide information from EU affiliates and parents. And that's only in civil 
court. A US administrative agency often does not need a court or even pro-

bable cause for a subpoena. [xvii]

Over 500.000 subpoenas  
were issued since 2001 when  
the Patriot Act expanded  
subpoenas powers. [xviii]
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The ECPA as modified by CLOUD Act
Similar to subpoenas generally, the Electronic Communications Privacy Act 

(ECPA, as modified by the CLOUD Act), could allow US access to information 
in violation of the GDPR. [xix] Such access requires that a business is in “pos-

session, custody, or control” of information, for example, if the information is 

in possession of a corporate subsidiary, affiliate, or parent:

The definition of “control” is still unclear in this context. It's likely the defini-
tion will be similarly far-reaching as a federal civil law subpoena explained 

above: [xxi]

Most US providers could be affected, and a subsidiary could even be seen to 
have control over information in possession of its parent corporation. [xxii] A 

provider can disclose information “without required notice to the subscriber 

or customer”. [xxiii]

The ECPA regulates subpoenas, court orders, and search warrants. It's un-

clear how many requests are impacted since the CLOUD Act modified the 
ECPA. However, Google states that subpoenas and warrants under the ECPA 

have been “by far the most common” types of requests [xxiv] and criticizes 

the ECPA for providing a level of privacy lower than users should reasonably 

expect. [xxv]

The CLOUD Act further introduces a system of executive agreements, where 

the US president is authorized to sign mutual international data exchange 

treaties. It's doubtful such executive agreements would be GDPR compliant. 

[xxvi] The UK has signed such an executive agreement. [xxvii]

“A provider (...) shall (...) disclose (...)  
information (...) within such provider's (...)  
possession, custody, or control, regardless  
of whether such (...) information is located  
within or outside of the United States.”  
[xx] 18 U.S. Code § 2713.
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FISA Act: Warrantless Mass Surveillance

The FISA Act allows for secret US large scale access to information in violation 

of the GDPR. The FISA Act is a great example of lowering privacy protections 

for persons believed to be outside of the US. Because government access to 

information requires that targeted persons are “reasonably believed to be 

located outside the United States (...) to acquire foreign intelligence infor-

mation.” [xxviii]

Foreign intelligence information includes, for example, information related 

to the security of the United States or the conduct of the foreign affairs of the 
United States. [xxix] The FISA Act does not require a court ruling for secret 

surveillance, assistance, or access to information. [xxx]

In the six months between January and June 2018, under the FISA Act alone, 

Google received requests for access to data of almost 100.000 users or ac-

counts. [xxxi]

The FISA court hearings are secret, and the court is not subject to public over-

sight. In January 2018, the FISA Act was extended until the year 2023. [xxxii]
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CLOUD and FISA Non-Compliance: US Fines and Imprisonment

US law generally requires personal data of EU citizens to be disclosed to the 

US even in contravention of an international agreement, such as a mutual 

legal assistance treaty. [xxxiii] If a business does not provide information, 

it generally violates US law. [xxxiv] Violating a US court order (“contempt of 

court”) can have serious consequences:

“Disobedience or resistance to its lawful writ, process, order, rule, decree, or 

command” allows a US court to “punish by fine or imprisonment, or both, at 
its discretion.” [xxxv]

Yahoo was threatened with a fine of $ 250,000 per day for non-complian-

ce with a FISA request. [xxxvi] Imprisonment could affect the management 
of a corporate group. For the CLOUD Act, it's possible GDPR fines could so-

metimes be sufficiently high to impose “an undue burden” on a provider [xxx-

vii], allowing such a provider to challenge a CLOUD Act court order.

ECPA and FISA Compliance: Generally, No US Risks

In US courts, providers generally need not fear civil action for damages for 

violating privacy rights to comply with the ECPA or FISA Act. But cloud provi-

ders could be the exception.

According to Edward Snowden, there used to be little protection against 

abuse. [xxxviii] Hence, at first sight, cooperation might seem risky as well. 
But the FISA Act widely relieves “any electronic communication service provi-

der for providing any information, facilities, or assistance” from civil liability 

claims. [xxxix] Any “communication service provider” and even persons hel-

ping him are widely relieved from liability claims also for ECPA Act assistance:

“No cause of action shall lie in any court against any provider of wire or 
electronic communication service, its officers, employees, agents, or other 
specified persons for providing information, facilities, or assistance in ac-

cordance with the terms of a court order, warrant, subpoena, statutory au-

thorization, or certification under this chapter.” [xl]

Hence there is generally little risk of liability in the US for businesses who 

comply with US requests or even those assisting in fulfilling requests. Howe-

ver, the typical cloud providers such as Amazon AWS might be partially liable 

in civil court: They are not “electronic communications,” but “remote compu-

ting” providers. [xli] Hence under the ECPA's wording, they are not covered 

by liability protection. Of course, liability outside the US is always an option: 

The liability protections, only part of US law, won't be applied by courts or 

supervisory authorities in the EU in case of GDPR violations. But at a later 

stage, enforcement of liability decisions can be a problem depending on the 

location of seizable assets. It seems unlikely an EU court ruling could be en-

forced in the US against a business that responded to FISA or ECPA requests. 

[xlii]
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GDPR Requirements: Guaranteed Level of Protection

Providing EEA personal data to third countries outside of an international 

treaty likely to generally violates Art. 5.1 (a), Art. 6.1 and Chapter V GDPR. 

This seems to be the general case for information provided under the ECPA 

as modified by the CLOUD Act. [xliii]

The GDPR generally requires a legal basis for processing under Art. 6 GDPR. 

While Art. 6 includes a “legal obligation to which the controller is subject” as 

a legal basis for processing, only EU and Member State laws and authorities 

are recognized by the GDPR. Outside of international treaties such as Mutu-

al Legal Assistance Treaties (“MLATs”), Third Country laws and authorities, 

such as those of the US, are generally not recognized by the GDPR. [xliv]

But in addition to Art. 6 GDPR, the following requirements apply when per-

sonal data enters a Third Country during processing: The GDPR requires to 

“ensure that the level of protection of natural persons guaranteed by this 

Regulation is not undermined” [xlv] and “enforceable data subject rights and 

effective legal remedies for data subjects are available” [xlvi] : The protecti-
on can be guaranteed if the country has an adequacy decision or appropria-

te safeguards are taken. [xlvii]

Appropriate safeguards can be standard data protection clauses, binding 

corporate rules, an approved code of conduct together with binding and 

enforceable commitments, and an approved certification mechanism. If a 
business does not “ensure that the level of protection of natural persons gu-

aranteed by this Regulation is not undermined” [xlviii] and “enforceable data 

subject rights and effective legal remedies for data subjects are available” 
[xlix], and no exception applies [l], it violates the GDPR. [li]

Privacy Shield: Essentially Equivalent Level of Protection?

While the outcome is still unclear, the ECJ could invalidate the Privacy Shield 

adequacy decision of the European Commission and decide that Standard 

Contractual Clauses are also insufficient grounds for personal data proces-

sing in the US early in 2020. As a result of such a decision, personal data 

processing with US cloud providers could generally be illegal. [lii] In light of 

the reach of the FISA and ECPA Acts discussed above, this could also extend 

to EU subsidiaries of US providers.

The legality of data transfers under the EU-US Privacy Shield [liii] is based on 

an adequacy decision of the European Commission. Applying ECJ Schrems 

[liv], this European Commission decision requires that under the Privacy 

Shield, the US must “ensure (...) a level of protection of fundamental rights 

and freedoms that is essentially equivalent to that guaranteed within the Eu-

ropean Union (...)”.

Due to the importance of the right to privacy and how many people would be 

affected, the European Commission has little discretion and faces a strict 
review of its adequacy decision. [lv]
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Particularly problematic requirements for adequacy are:

 ▬ “derogations and limitations in relation to the protection of personal data 

to apply [more than] ”strictly necessary” [lvi], for example where there is 

“on a generalized basis, storage of all the personal data of all the persons 

(...) without any differentiation, limitation or exception (...) in the light of 

the objective pursued and without an objective criterion (...) to determi-

ne the limits of the access (...), for purposes which are specific, strictly 

restricted and capable of justifying the interference which both access to 

that data and its use entail” [lvii]

 ▬ “legislation permitting the public authorities to have access on a genera-

lized basis to the content of electronic communications” [lviii]

 ▬ insufficient data subject rights, [lix] and

 ▬ lack of an effective remedy before a tribunal [lx].

Important considerations in this context could be:

 ▬ if domestic laws disregard privacy protections in international treaties,

 ▬ if a data subject would generally not find out about a possible violation  

of its rights, for example, due to secret processing of the data,

 ▬ if a data controller or processor is exempt from liability, and

 ▬ if a law allows warrantless mass surveillance.

UPDATE: Privacy Shield now void - US providers still compliant with GDPR? 

On 16 July 2020 (Case C-311/18), the CJEU decided, as expected, that Privacy Shield is invalid. 

US providers who only offer Privacy Shield may no longer be used for personal data by EEA 
companies, among others, as described above. However, even if providers offer standard cont-

ractual clauses or other safeguards in accordance with Chapter V of the GDPR, data controllers 

and data protection authorities of US providers are often obliged to prohibit data transmission:

If data protection is actually not guaranteed in a country - and this is probably regularly the 

case at least with US cloud providers - their use violates the GDPR and the sanctions descri-

bed could be imposed. This is because the described largely uncontrolled US mass surveil-

lance violates the GDPR. The described liability limitations are  likely to lead to additional 

problems in the case of standard contract clauses.
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Conclusions

To be safe from EU sanctions companies 

should generally treat US authorities as an 

unauthorized person seeking to illegally 

obtain information. 

The threat of imprisonment for non-com-

pliance with US law, among other things, 

could reduce GDPR fines but won't likely 

avert them. 

Because Privacy Shield is invalid and there 

is a high risk of the ineffectiveness of chap-

ter V measures such as standard contractu-

al clauses, companies should now begin to 

switch from US to EU providers or at least 

develop and document the corresponding 

plans, considerations, and strategies.
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[i] Art. 83.5 (c) GDPR.

[ii] The details largely depend on EU Member State law beyond the scope of this paper. The  requirement for such law would likely be that “ 

provisions of domestic law contain a legal basis for ordering such detention which is sufficiently accessible, precise and foreseeable in its 

application” and “that the limitation on the right to liberty, guaranteed by Article 6 of the Charter of Fundamental Rights, that would result 

from so ordering complies with the other conditions laid down in that regard in Article 52(1) of the Charter”, ECJ Judgment of 19.12.2019, 

C-752/18 - Deutsche Umwelthilfe.

[iii] 18 U.S. Code Chapter 121.

[iv] Art. 3.1 GDPR.

[v] Art. 3.2 GDPR.

[vi] e. g. Art. 7 and 8 European Charter of Fundamental Rights, the general principles of Community law, and Article 8 of the European  

Convention on Human Rights, centrally regulated in the EU via the General Data Protection Regulation.

[vii] Constitutional amendment 4 provides a protection against searches and with wording could have been the basis for extensive privacy 

protections. Constitutional amendments 1, 3, 5, and 9 are at least sometimes interpreted to provide some form of privacy in some areas 

to some persons. But in common law tradition, the amendments are mostly interpreted narrowly along their wording and not extended to 

cover modern needs. Statutory privacy protections are not universal either in territorial or substantive scope, e. g.: The California Consumer 

Privacy Act centrally applies in California and rules are significantly reduced unless there is a sale of information. The Health Insurance 

Portability and Accountability Act of 1996 (HIPAA) applies across the US, but only to Health Information.

[viii] Microsoft Corp. v. United States (In re a Warrant to Search a Certain E–Mail Account Controlled & Maintained by Microsoft Corp.), 829 

F.3d 197 (2d Cir. 2016) at 38, available at https://cases.justia.com/federal/appellate-courts/ca2/14-2985/14-2985-2016-07-14.pdf  

citing H.R. Rep. No. 99647, at 23.

[ix] Restatement (Third) of Foreign Relations Law § 442(1)(a).

[x] Gerling Intern. Ins. Co. v. C.I.R, 839 F.2d 131, 140 (3d Cir. 1988) citing Marc Rich Co., A.G. v. United States, 707 F.2d 663, 667 (2d Cir. 

1983), cert. denied 463 U.S. 1215, 103 S.Ct. 3555, 77 L.Ed.2d 1400 (1983); In re Uranium Antitrust Litigation, 480 F. Supp. 1138, 1144 

(N.D.Ill. 1979). See also In re Search Content That Is Stored at Premises Controlled by Google, Case No. 16-mc-80263-LB (N.D. Cal. Apr. 19, 

2017); In re Search Content That Is Stored at Premises Controlled by Google, Case No. 16-mc-80263-LB (N.D. Cal. Apr. 25, 2017);

[xi] Microsoft Corp. v. United States (In re a Warrant to Search a Certain E–Mail Account Controlled & Maintained by Microsoft Corp.), 829 

F.3d 197 (2d Cir. 2016) at 11 footnote 5.

[xii] “It is no longer open to doubt that a federal court has the power to require the production of documents located in foreign countries if 

the court has in personam jurisdiction of the person in possession or control of the material. See, e.g., First National City Bank of New York v. 

Internal Revenue Service etc., 271 F.2d 616 (2d Cir. 1959), cert. denied, 361 U.S. 948, 80 S.Ct. 402, 4 L.Ed.2d 381 (1960).”, United States 

v. First National City Bank, 396 F.2d 897, 900-1 (2d Cir. 1968).

[xiii] H. Christopher Boehning & Daniel J. Toal, “Third-Party Subpoena Extended to Overseas Affiliates” N.Y.L.J., June 2, 2015, copy available 

at https://www.paulweiss.com/media/3006545/3june15nylj.pdf.

[xiv] Rule 45 of the US Federal Rules of Civil Procedure; further conditions apply for a subpoena.

[xv] A “corporation must produce documents possessed by a subsidiary that the parent corporation owns or wholly controls”, United States 

v. Int'l Union of Petroleum & Indus. Workers, AFL-CIO, 870 F.2d 1450, 1452 (9th Cir. 1989); King.com Ltd. v. 6 Waves LLC, No. C-13-3977 

MMC (N.D. Cal. Mar. 31, 2014). Control could here be that “the parent had the power to elect a majority of the board of directors of the 

subsidiary.” Gerling Intern. Ins. Co. v. C.I.R, 839 F.2d 131, 140 (3d Cir. 1988) citing In re Uranium Antitrust Litigation, 480 F. Supp. 1138, 

1144 (N.D.Ill. 1979).

[xvi] “Where the relationship is thus such that the agent-subsidiary can secure documents of the principalparent to meet its own business 

needs and documents helpful for use in the litigation, the courts will not permit the agent-subsidiary to deny control for purposes of disco-

very by an opposing party.” Gerling Intern. Ins. Co. v. C.I.R, 839 F.2d 131, 141 (3d Cir. 1988)

[xvii] Microsoft Corp. v. United States (In re a Warrant to Search a Certain E–Mail Account Controlled & Maintained by Microsoft Corp.), 829 

F.3d 197 (2d Cir. 2016) at 16 footnote 16, available at https://cases.justia.com/federal/appellate-courts/ca2/14-2985/14-2985-2016-

07-14.pdf.
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[xxiii] 18 U.S. Code § 2703 (b) (1) (A)
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[xxv] “It has failed to keep pace with how people use the Internet today. That's why we've been working (...) to seek updates to this important 

law so it guarantees the level of privacy that you should reasonably expect when using our services.”, see Google, Legal process for user 

data requests FAQs, “What types of legal requests does Google receive from U.S. government agencies?” available at https://support.goo-

gle.com/transparencyreport/answer/7381738.

[xxvi] Jansen, CR-Blog 28 Mar 2018, Krieg der Daten – Kollision von EU DSGVO und US CLOUD Act, https://www.cr-online.de/

blog/2018/03/28/krieg-der-daten-kollision-von-eu-dsgvo-und-us-cloud-act/.

[xxvii] Kitty Donaldson, Mark Burton, 28. September 2019, Facebook, WhatsApp Will Have to Share Messages With U.K., available at htt-

ps://www.bloomberg.com/news/articles/2019-09-28/facebook-whatsapp-will-have-to-share-messages-with-u-k-police.

[xxviii] Section 702 FISA Act = 50 U.S. Code § 1881a.

[xxix] Foreign intelligence information includes “information with respect to a foreign power or foreign territory that relates to (...) (A) the 

(...) security of the United States; or (B) the conduct of the foreign affairs of the United States” (50 USC § 1801(e) (2)).

[xxx] A court decision is not required for targeting a person: “[T]he Attorney General and the Director of National Intelligence may authorize 
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[xxxix] 50 U.S. Code § 1881a (i)(3).

[xl] 18 U.S. Code § 2703 (e).
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[lv] ECJ Judgment of 6.10.2015, C-362/14 - Schrems at 78.

[lvi] ECJ Judgment of 6.10.2015, C-362/14 - Schrems at 92.

[lvii] ECJ Judgment of 6.10.2015, C-362/14 - Schrems at 93.

[lviii] ECJ Judgment of 6.10.2015, C-362/14 - Schrems at 94.

[lix] ECJ Judgment of 6.10.2015, C-362/14 - Schrems at 95.
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